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int main() {
int i = 0;
if (i > 0) {
  ……  //unreachable

     __VERIFIER_error();
}
return 0;

}
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Bug#529 in CPAchecker
void main() {

int i = 0;
while (1) {

if (i > 0) {
       __VERIFIER_error();

break;
}
if (i == 0){
  *(&i) = *(&i) + 1;

    }
}

}
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Bug#529 in CPAchecker (False negative in approach II/III)
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}
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Assorted Bug Samples

• Front-end 
• Memory model 
• Pointer alias 
• Third-party component

• C standard library 
• Language feature 
• Configuration
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void f(int a, int b){
  if (a == b)
    __VERIFIER_error();
}
int main(){
  int d = 0;
  int c = 4;
  int e = 2;
  f (d=c&&e, 1);
  return 0;
}

Example: Front-end related bug in CPAchecker

!65



Example: Front-end related bug in CPAchecker

d = c&&e = 1
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  return 0;
}
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__CPAchecker_TMP_0 = c&&e
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struct {
int a:4; int :4;
int b:4; int c:4;
} x = { 2,3,4 };
int main (){
  if (x.b != 3)
    __VERIFIER_error();
  return 0;
}

Example: Language feature related bug in CBMC

2 u 3 4

x

“Unnamed members of objects of 

structure type do not 

participate in initialization.” 

—— C standard

a cb_

Test oracle: safe
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void test(int x,int y,
          int q){
  if ((x / y) != q )
    __VERIFIER_error();
}
int main (){
  test (7, 6, 1);
  test (-7, -6, 1);
  return 0;
}

Example: Configuration related bug in Seahorn

7/6 == 1
-7/-6 == 1

Test oracle: safe
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7/6 == 1
-7/-6 == 1

sea pf  

—inline file.c

Example: Configuration related bug in Seahorn

: safe

Test oracle: safe

void test(int x,int y,
          int q){
  if ((x / y) != q )
    __VERIFIER_error();
}
int main (){
  test (7, 6, 1);
  test (-7, -6, 1);
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Evaluation on SV-COMP benchmarks
• SV-COMP benchmarks 

• Benchmarks for software verification competition. 
• Selected 1106 files from ReachSafety and SoftwareSystems. 

• Result 
• Found 5 bugs via SV-COMP benchmark. 

• Undefined behavior 
• It is not the bug, but leads to false alarms.
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